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Executive Summary
Management Statement: Post-quantum crypto systems will be required in practice within the next two decades, the most promising candidates are based on
lattice problems. Defining secure parameters is not possible without extensive
cryptanalytic efforts in theory and practice, which requires also at least one more
decade.
Moreover, new cryptographic constructions that allow for additional functionalities – like e.g. fully homomorphic encryption, obfuscation and multilinear
maps – require new cryptanalytic directions.
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We identify the major challenges and research directions in these areas.
On the Necessity of Post-Quantum Crypto. After the invention of fast quantum algorithms to fully break current number theory-based, e.g. factoring and discrete logarithm,
crypto systems in the mid-90s by Peter Shor, major efforts were invested by the scientific community to identify cryptographic schemes that remain secure even in the presence of quantum
computers. Current predictions say that within the next two decades we will experience the
development of quantum computers that are capable of breaking current number-theory based
crypto systems.
Among the candidates for the so-called post-quantum era are currently systems based
on the difficulty to solve multivariate polynomial equations, coding problems and lattice
problems. Within the last decade, lattice problems were identified as the most promising
candidate, since they admit a so-called average case to worst case reduction. This implies
that average case problems are as hard as worst case instances. Stated more simply, either
almost all problems are easy to solve or almost all problems are hard to solve. Since many
problems on lattices are actually among the algorithmically hardest problems, it is widely
believed that almost all instances are actually hard. This is a very intriguing property for
cryptographic systems, where one wants to ensure that a cryptographic scheme is (almost)
always hard to break.
So understanding the hardness of lattice problems has become one of the major challenges
in cryptography. In fact, most topics of this report are directly or indirectly (via reductions)
related to the hardness of lattice problems.
On the Importance of Cryptanalysis. Naturally, one wants to construct cryptographic
systems that remain secure against any type of attacker. This is usually done via a reduction
to a mathematically hard problem Π. Namely, one shows that any successful attacker A can
be turned into an algorithm solving Π. In order to conclude that no efficient attacker exists,
one has to guarantee that Π cannot be solved within a predetermined number of steps, say
within 2λ steps, where λ is called the security level. This in turn means that the parameters

1
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for the instances of Π have to be set such that the fastest known algorithms run in time at
least 2λ .
Hence, for lattice problems one has to determine the running time to compute shortest/closest vectors as a function of the lattice dimension n. If this e.g. be done in 2cn steps
for some constant c, then one has to set n ≥ λc in order to achieve security level λ. Notice
that we have conflicting goals in cryptography: whereas the security of systems grows with
increasing parameter sizes, their efficiency suffers. Therefore, one wishes to set parameters as
small as possible such that a predetermined level of security is fulfilled.
This in turn means that without an extensive cryptanalytic research one cannot determine
the necessary key sizes of a cryptographic scheme.
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On the Timeline for Establishing Stable Key Sizes via Cryptanalysis. For a good
comparison it is instructive to look how such extensive cryptanalytic efforts have led to the
well-established security of the factoring-based RSA crypto system against classical (not quantum) computers. At the time of its invention, RSA was considered to be secure for moduli
of bit-sizes n = 426. In fact, in 1977 Ron Rivest (an RSA inventor) estimated that factoring
such a number would require 40 quadrillion years. Eventually, this prediction was not quite
accurate because RSA − 426 was broken not even 20 years later in 1994.
This small anecdote illustrates that predictions should take cryptanalytic algorithmic
progress into account. Today, the current record for factoring RSA numbers is n = 768 and
the predictions for factoring this number quite accurately matched the real running times.
This in turn allows us to design RSA crypto systems that will resist all classical attacks within
the next decade – provided that there is no algorithmic breakthrough.
The reason that we can accurately predict key sizes for RSA in the long run is based on
an extensive study for factoring on an asymptotic algorithmic level and as well in practical
experiments. Similar research has to be performed on lattice-based and related problems such
as Learning with Errors (LWE) before these problems can be used in widely deployed crypto
systems in practice. Since it is extremely costly in practice to replace crypto systems, one
has to establish the right hard problems with well-established (and long-term predictable)
security guarantees.
The systems discussed in this report require still a major research effort before they can
be safely deployed in practice.
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Major Challenges and Research Directions
1. Open problems for lattices (for more details, see Section 1.3)
(a) Freely available state-of-the-art BKZ implementation
(b) Low memory lattice reduction
(c) Narrow down the gap between heuristic and provable methods
(d) Lower bounds for CVP/SVP
(e) Generalize principal ideal lattice attacks with short generators
(f) Attacks on general Ideal Lattices
(g) How hard is approximating Shortest Vectors up to polynomial factors
2. Open problems for Learning With Errors (for more details, see Section 2.2)
(a) Study low memory attacks
(b) Develop asymptotic understanding
(c) Optimize and unify current attack
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(d) Establish and break challenges of reasonable size
(e) Establish (classically) tight security reduction to lattice problems
(f) Study hardness of practical variants of LWE

3. Open problems for Multilinear Maps (for more details, see Section 3.2)
(a) Construct new Multilinear Maps candidates avoiding zero-testing attacks
(b) Prove Security of Constructions

(c) Attacks for Indistinguishability Obfuscation

3
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Chapter 1

SVP

1.1
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The most fundamental computational problems about lattices are the Shortest Vector Problem (SVP) and the related Closest Vector Problem (CVP). For lattice-based schemes, we either have a reduction to a variant of SVP/CVP, or the relevant attacks on a scheme amount to
solving SVP/CVP instances. So understanding the hardness of these problems is paramount
to understanding the security of lattice-based cryptography.
Algorithms for SVP usually either solve the (harder) CVP problem, or can be modified to
work for the variants of CVP that are relevant for cryptography. So we focus on algorithms for
SVP as the central cornerstone of lattice-based cryptanalysis. The hardness of SVP depends
mainly on the lattice dimension n. This parameter roughly plays the same role as the bit-size
in RSA and is the parameter we can tune to achieve a desired level of security.

State of the Art

Algorithms solving SVP can be divided into two categories, depending on whether they provably solve all instances or whether they only work heuristically for average case instances.
Usually, SVP-solvers are used in practice in block reduction algorithms that compute a blockreduced lattice basis [57]. Such a block-reduced basis defines an interpolation between a
weakly reduced basis, e.g. an LLL-reduced basis[45] that corresponds to block-size β = 2, and
a fully-reduced basis, i.e. a HKZ basis that corresponds to block-size β = n. Block reduction algorithms use SVP-solvers with dimension β asn a subroutine. Block lattice algorithms
approximate a shortest vector up to a factor of O(β β ).

1.1.1

Provable methods

Kannan’s algorithm[40] from 1983 solves SVP in time nO(n) , using only poly(n) memory.
Kannan’s method starts with a somewhat reduced lattice basis P
b1 , . . . , bn ∈ Rn (e.g. an LLLreduced basis). A shortest vector v can then expressed as v = ni=1 ci bi with ci of bounded
absolute value. One then enumerates over all possible values of ci to search for a shortest
vector. This defines a search tree for which some pruning strategies cut off subtrees that are
(more) unlikely to contain the shortest vector. This pruned enumeration is currently the best
strategy to find shortest vectors in practice.[28]
In 2001, Ajtai, Kumar and Sivakumar[4] improved Kannan’s running time to singleexponential time 2O(n) , but their AKS algorithm requires also exponential memory 2O(n) .

5

6

ecrypt

This algorithm works by a process called sieving. The algorithm starts with a long list of
lattice vectors within a somewhat large ball B around zero. In each iteration, one computes
all pairs of lattice vectors that are close-by, thereby reducing the size of the lattice vectors. It
is not hard to see that this process succeeds, whenever the number of vectors in the original
ball B is large enough.
The best fully provable SVP sieve method is currently the algorithm of Aggarwal, Dadush,
Regev and Stephens-Davidowitz[3] with running-time and space complexity 2n .

1.1.2

Heuristic methods

The provable AKS method has many variants [52, 50, 43] that allow for a heuristic running
time analysis with quite small constants c in the exponent 2cn . The current record is [7] with
c = 0.292. Unfortunately the memory consumption of these algorithms is usually in the same
order of magnitude as the running time. This leads to memory issues for n > 100 in practice,
since the lists do not fit into main memory.

1.2

Special Lattices
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In cryptographic constructions, the lattices under consideration are often not arbitrary, but
highly structured. For reasons of efficiency, implementors prefer structured lattices to both
reduce key sizes and speed up computations, such as in Ring-LWE[48, 49], NTRU[38] or
SWIFFT[47]. In some case, the additional structure in the lattices is even relevant for their
core functionalities, e.g. for fully homomorphic encryption[32, 59] or some candidate multilinear maps[29].
In such applications, the lattice L under consideration may also be viewed as an ideal
in some finite dimensional Z-algebra R and is called an ideal lattice. A typical choice of R
is R = Z[X]/(f ), where f is either a cyclotomic polynomial of degree n or f = X n ± 1 (or
n
both: X 2 + 1 is the 2n+1 ’th cyclotomic polynomial). The case R = Zp [X]/(X n ± 1) can be
obtained by adding (p) to L.
For such lattices, by a natural automorphism of R we can construct and consider whole
orbits of vectors rather than single lattice vectors. This can save a factor of n for some
SVP/CVP algorithms. Apart from that, it is not known how to solve SVP significantly faster
for general ideal lattices than for general lattices (at least if n is prime and f is irreducible –
otherwise, subfield attacks are an issue[8]).
For an even more special class of ideal lattices, better algorithms are known. These are
lattices L = (g) that are principal ideals with a short generator 1 g when R is the ring of
integers in a number field (e.g. cyclotomic f ). Such lattices are used, e.g. in [59, 29, 44]. In
such a case, SVP can be solved by the following two steps: first, find any generator L = (h)
of L as a principal ideal. Second, construct a short generator g = u · h (for a unit u ∈ R∗ )
from h.
The first problem is known as the Principal Ideal Problem (PIP). It can be solved clase 2/3
sically in subexponential time 2O(n ) [9, 10] or quantumly in polynomial time[27, 15, 11].
The second problem can be solved by bounded distance decoding on the log-unit lattice of R
[15]. Due to the special geometry of number fields and the fact that we need to solve a BDD
1

We need that g is actually a shortest vector. Even for general
principal lattices, the shortest generator is
e √
typically not a shortest vector, but larger by a factor of 2Θ( n) [25].
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problem rather than CVP, this problem is actually not hard at all. It is possible to write
down a good enough basis for the log-unit lattice and use Babai’s algorithm[6]. The recent
analysis of [25] shows that this gives a polynomial time algorithm if n is a prime power.
As a consequence, we have a quantum polynomial time attack against such SVP instances.
e 2/3
Classically, we have a subexponential time attack 2O(n ) against SVP instances on principal
ideals with short generators in cyclotomic number fields of prime-power index.

1.3

Open problems

(a) Freely available state-of-the-art BKZ implementation: Currently the standard in
most experimental results is the BKZ lattice reduction that is implemented in Shoup’s
NTL-library [58]. The problem is that Shoup’s implementation uses an SVP-subroutine
2
with complexity 2O(n ) . This makes the algorithm impractical for block-sizes greater
than 30. While there exist more state-of-the-art algorithms like BKZ 2.0 [16] that include
recent advances in pruning techniques, these algorithms are not publicly available.
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Given the importance of lattice reduction, this situation is not satisfactory. Moreover,
it led some researchers falsely conclude that SVP-problems are harder in practice than
theoretically predicted.
(b) Low memory lattice reduction: Can we design an SVP algorithm with running time
2O(n) and only poly(n) memory complexity? What is the best running time bound that
we can achieve with some fixed memory constraints (in practice)?
(c) Narrow down the gap between heuristic and provable methods: Can we bring
provable methods (2n ) closer to the heuristic bound (20.29n )? Or are there worst-case
lattice instances that hinder us? And if yes, which structure do worst-case instances
have? This would be interesting for constructions based on very hard lattices.
(d) Lower bounds for CVP/SVP: Current SVP/CVP algorithms offer running time 2O(n)
with a small constant in the exponent. Can we prove a matching lower bound of 2Ω(n)
assuming SETH (Strong Exponential Time Hypothesis) or something similar.
(e) Generalize Principle Ideal Lattice attacks with short generators: Can we extend
the attacks on principal ideal lattices with short generators to rings of integers of noncyclotomic number fields?
(f) Attacks on general Ideal Lattices: What attacks are possible on general ideal lattices,
possibly using the fact that the dimension is not prime?
(g) How hard is approximating Shortest Vectors up to polynomial factors?: Cryptographic lattice-based constructions are usually based on the hardness of Gap-SVP for
polynomial approximation factors, e.g. in order to allow for decryption. We know that
approximating SVP up to (roughly) constant factors is NP-hard [41], approximating to a
√
factor of size (roughly) n is unlikely to be NP-hard [34], and approximating to (almost)
exponential factors is efficient [45]. However, for the range of cryptographic keys the
complexity status of Gap-SVP remains somewhat vague.

ecrypt
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Chapter 2

Cryptanalysis of Learning with
Errors
2.1

State of the Art
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In the Learning Errors with Errors (LWE) computational problem, one is given a modulus
q ∈ N and (an arbitrarily large) number P
m of samples (ai , hai , si + ei ), where each ai is chosen
uniformly at random from Znq , hai , si = ni=1 ai si (mod q) and ei is a discrete Gaussian error
with standard deviation s. The goal is to recover the secret vector s ∈ Znq . An important
special case of LWE is Learning Parity with Noise (LPN), where q = 2 and ei is a Bernoulli
variable.
In the decisional version of LWE one has to distinguish LWE samples from samples in
which hai , si + ei is replaced by a random b ∈ Zq . It is well-known that for q = poly(n) the
search and decisional variant are polynomial-time equivalent. So most cryptanalytic attacks
focus on the computational problem.
Notice that LWE instances are given by four parameters n, q, s and m, where an attacker
might optimize m as a function of the others. So the running time of an LWE solver is a
function of n, q and s, where for most practical applications both q and s are polynomial
functions in n.
In the last decade, the LWE problem has been an extremely versatile source for constructing cryptographic primitives. Since solving LWE is at least as hard solving certain worst-case
lattice problems (such as GapSVP and SIVP) [55, 53], it is nowadays considered as the most
important candidate for post-quantum cryptography.
The algorithms for LWE solving split into the following 3 categories.
Combinatorial attacks: In 1999, Blum, Kalai and Wasserman (BKW[12]) showed that
O( n )
LPN can be solved in time 2 log n . The BKW algorithm can be easily generalized to
the LWE setting, yielding a running time of 2O(n) , when q, s = poly(n). Unfortunately,
the space and the sample complexity – i.e. the number m of samples – of BKW is also
2Θ(n) .
Lattice attacks: The LWE problem can be directly translated into a closest vector problem
with running time 2O(n) . The benefit of this approach as compared to the previous
BKW combinatorial attack is that the space complexity is only O(n2 ) elements and the
sample complexity is O(n).
9
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Algebraic attacks: For sufficiently large s, the algorithm of Arora and Ge [5] runs in time,
√
space and sample complexity 2O(n log n) . However, for s < n the algorithm runs in
2
2
sub-exponential time 2s log n .

2.2

Open Problems

(a) Study low memory attacks: Currently, the asymptotically best attacks – BKW and
lattices sieves – consume an outrageous amount of memory that cannot be handled in
practice. Thus, it is unlikely that these attacks lead to real-world attacks. It seems
plausible that in practice, one would take lattice attacks with BKZ-type algorithms that
use enumeration techniques like Kannan’s algorithm. This again stresses the necessity of
freely public available block reduction algorithms for practically assessing LWE’s hardness. On the theoretical side, one might consider to look for low-memory versions of
BKW and lattice sieve algorithms.
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(b) Develop asymptotic understanding: For a parameter selection with accurate security
levels it is mandatory that we (fully) understand the LWE complexity as a function
of the parameters n, q and s. Moreover, it would be useful for a fair comparison of
algorithms to limit the sample and memory complexity to a reasonable size, since in
practice (almost) exponential memory consumptions cannot be handled. It seems to be
unclear in which cases the BKW algorithm (with limited sample size) outperforms lattice
reduction techniques. To the best of our knowledge, the choice of the optimal algorithm
heavily depends on the LWE parameters: The larger qs , the better should be lattice
reduction, since this fraction defines the gap in a closest vector problem.
It is absolutely necessary to develop accurate (and easy to handle) asymptotic formulas
that tell us how LWE’s complexity behaves as function of n, q, s, and that allow us to
accurately extrapolate concrete cryptanalytic results to desired security levels.
(c) Optimize and unify current attacks: Current work often concentrates on optimizing
single sub-procedures of the BKW algorithm [36, 26, 37, 42] or CVP enumeration techniques [46, 28]. However, we need a more flexible general framework that allows to analyze
the effects of these local improvements, and allows to assess an optimized algorithm for
concrete instances of LWE.
(d) Establish and break challenges of reasonable size: One should publish a webpage
with BKW challenges for the cryptanalytic community, such as e.g. the RSA challenges [1]
or the Darmstadt lattice challenges [2]. Such a page would encourage researchers to
implement and test their algorithms on a large scale. So far, the experimental data for
LWE is simply to thin too allow for an accurate extrapolation up to cryptographic security
levels.
(e) Establish (classically) tight security reduction to lattice problems: While Regev’s
original quantum reduction from Gap-SVP is tight [55], Peikert’s classical reduction [53]
has a quadratic blow-up. This means that in order to guard against classical attacks,
one has to double the bit-size of parameters. This makes LWE more inefficient in practical implementations. But is this quadratic blow-up inherent, or does there exist a tight
classical reduction?
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(f) Study hardness of practical variants of LWE: In practice, for efficiency reasons it is
tempting to slightly tweak the originally proposed LWE instances, e.g. by choosing moduli
q as powers of 2, take easy-to-sample noise distributions, and use variants of Ring-LWE.
Hence, it is important to study these variants cryptanalytically, and to understand the
extent to which these variants effect LWE’s security.

ecrypt
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Chapter 3

Cryptanalysis of Multilinear Maps
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Many cryptographic primitives make use of cyclic groups G. Write group elements as g x for
some fixed, public generator g ∈ G. For security, we require at least that the discrete logarithm
problem, i.e. computing x from g x , is hard. Candidate groups, where this is believed to hold
(against non-quantum adversaries) are subgroups of F∗q or rational points of elliptic curves.
For a suitably chosen elliptic curve G, the e.g. Weil or Tate pairings allow us to construct an
efficiently computable (symmetric) pairing e : G × G → GT , where e(g x , g y ) = gTxy . Here, GT
is a subgroup of the multiplicative group of some finite field, generated by gT . More generally,
we can also consider asymmetric pairings e : G1 × G2 → GT , where G1 , G2 are related, but
different elliptic curves. Viewing g x as an encoding of x, such a pairing allows to multiply
pairs of encodings. For security reasons, we typically ask that similar products of more than
two factors cannot be efficiently computed.
Such pairings enable a plethora of applications such as efficient NIZK proofs[35], attributebased encryption[56] and one-round 3-party key agreement[39].
An important question in that area is to extend bilinear maps to multilinear maps, i.e.
maps e : Gκ → GT for any (even fixed) κ > 2.

3.1

State of the Art

The first candidate construction for a κ-linear map is due to [29]. On a high level, this
candidate constructs g x as an encryption (or “encoding”) of x for a specially designed homomorphic encryption scheme that allows to homomorphically add and multiply cipertexts.
Homomorphic addition becomes the group operation, homomorphic multiplication becomes
the pairing. Using such an underlying encryption scheme requires some trusted setup: indeed,
this setup selects κ and a secret/public key pair, where the public key becomes part of the
public parameters. Knowledge of the secret key allows to compute discrete logarithms.
Using an underlying encryption scheme has some drawbacks: since the underlying encryption scheme of [29] is randomized, this means that for a given x, there are many possibilities
(i.e. ciphertexts) to encode x. In fact, by homomorphically adding encodings of 0, the group
elements/ciphertexts may be randomized by the users. Depending on the application, security
considerations mandate that we do so during computations. To enable this operation, sufficiently many encodings of zero are provided as part of the public parameters. Now, normally
an encryption scheme is supposed not to reveal anything about the plaintexts. In particular,
one could not tell whether two encodings encode the same group element. To overcome this,
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14

ecrypt

some “handicapped” secret key, the so-called zero-testing parameters, is published as part of
the public parameters. This zero-testing parameter allows to test group elements for equality,
provided they have been obtained by multiplying at most κ initial group elements.
The construction due to [29] is based on ideal lattices. A similar construction using
integers was proposed soon after by [23]. None of the existing constructions is truly practical.
More precisely, an encoding/encryption of x in [29] has the form
x + rs
mod q
z

(in the ring of integers of some number field),
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where q is a public parameter, r is some small per-message randomness and s, z correspond to
0s
the secret key. Products of κ elements have the form x+r
z κ mod q. The zero-testing parameter
has the form pzt = hz κ /s mod q for somewhat small h. Zero-testing works by multiplying
by pzt and checking whether the result is small. The integer based scheme is conceptually
similar, but is somewhat more complicated due to usage of the Chinese Remainder Theorem.
The exact security requirements for multilinear maps depend on the application. A typical
requirement is that some DDH-like assumption holds. In any case, the minimal requirement
is that discrete logarithms are hard to compute.
The main security issue is that in all those variants the zero-testing parameter, combined
with the encodings of zero, helps cryptanalysis. Notably, it was realized already in [29] that
it is possible to compute a value related to x (a so-called weak discrete logarithm) from
encodings of x. The primary reason is that zero-testing is a linear operation: multiplying
some encoding c = x+rs
by an encoding of zero and the zero-testing parameter results in a
z
small element that depends linearly on x + rs. This zeroizing attack allows to break many
natural assumptions for the ideal-lattice based scheme. [29] showed how to break DDH-like
assumptions in the base group and based their applications on assumptions in the target
group. Recently, [18] broke those very target group assumptions for the ideal-lattice based
scheme.
For the construction based on the integers, [17] showed how to compute the secret key
of the underlying scheme from the public parameters in polynomial time. This completely
broke the scheme. Several fixes for the scheme were proposed[13, 31, 24], but all of those were
subsequently broken as well[22, 19, 51].
Some other constructions were proposed, e.g.[20, 33], but are broken as well[54, 21].
So the current state of the art is that all schemes are broken one way or another. All these
attacks make use of the linearity of zero-testing and encodings of zero (So far, attempts to fix
the schemes by making zero-testing non-linear have been broken by taking derivatives [14],
thereby reducing to the linear case).
Still, applications which do not need all those parameters as part of the public parameters
might be unaffected by the attacks. Interestingly, this includes the candidate Indistinguishability Obfuscation constructions from multilinear maps [30], whose security remains unclear.

3.2

Open problems

(a) Construct new Multilinear Map candidates avoiding zero-testing attacks: Can
we construct multilinear maps for κ ≥ 3 where DDH-type assumptions hold? Can we
find a way to design a zero-testing algorithm without breaking security? Are there fundamental limitations in the approaches taken so far?
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(b) Prove security of constructions: Current candidate constructions came without security proof. Try to base security on some natural assumption.
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(c) Attacks for Indistinguishability Obfuscation: Can we extend the existing attacks
on multilinear maps to attacks on candidate Indistinguishability Obfuscation schemes?
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